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1
Decision/action requested

Give feedback on the deployment possibilities that need to be supported for the UP gateway introduced in Key issue #27 of TR 33.855 [1]. 
Add the deployment examples in TR 33.855 [1].
2
References

[1]
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3GPP TS 33.501 v15.5.0 "Security architecture and procedures for 5G system"
3
Rationale

3.1
Introduction
Key issue #27 TR 33.855 [1] places the new logical function of the UP GW on the N9 interface in the romaing home routed scenario. The figure below is unmodified from of TR 33.855 [1].
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Figure 3.1-1: TR 33.855, Figure 4.1.17.1-1: UP gateway function in the roaming 5G System architecture with home routed scenario. For local breakout, the key issue is not applicable as N9 is not a roaming interface.
When evaluating the security aspects, it must be considered how such a new function is deployed in a network. Of specific interest is for example if the security aspects impose any contraints on the options to distributed or centralize the deployments of the UP GW functions. 

3.2
Deployment options for the UP gateway
3.2.1
Deployment option 1: UP Gateway per slice 

In such a deployment each network slice has own UP Gateway instances. In such case, as shown in Figure 3.2.1-1 below, the N? control interface between SMF and UP Gateway as well as the N9 interface between UPF and UP Gateway remain network slice internal. 

For such UP Gateway deployment, the current text of TS 33.501 [2] clause 9.9 "Security mechanisms for non-SBA interfaces internal to the 5GC" is sufficient for both N9 and the new N? interface:"For the protection of the non-SBA 5GC internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3], unless security is provided by other means, e.g. physical security" 


[image: image2]
Figure 3.2.1-1 UP Gateway deployed per network slice

3.2.2
Deployment option 2: UP Gateway as shared appliance 

In this case, as shown in Figure 3.2.2-1 below, the UP Gateway is a shared function potentially even as a stand-alone appliance. In such deployments there will be numerous CP and UP interfaces from different network slices connected to the UP Gateway. 

For such UP Gateway deployment, the current text of TS 33.501 [2] clause 9.9 "Security mechanisms for non-SBA interfaces internal to the 5GC" is sufficient for both N9 and the new N? interface:"For the protection of the non-SBA 5GC internal interfaces, such as N4 and N9, NDS/IP shall be used as specified in [3], unless security is provided by other means, e.g. physical security" 

However, in this case UP Gateway must ensure that security of slices is not compromised. That means for cases where UP Gateway handles traffic of multiple network slices the UP Gateway is responsible to ensure slice security is not compromised.


[image: image3]
Figure 3.2.2-1: UP Gateway deployment as shared appliance
4
Detailed proposal: pCR to TR 33.855
*** BEGIN CHANGES ***
4.1.17
Key Issue #27: Support of a UP gateway function on the N9 interface

4.1.17.1
Issue description

In the 5G system, the roaming interfaces of user plane (N9) and control plane (N32) traffic are separate. In the Rel-15 5G architecture, the SEPP acts as protection function on the control plane (N32) interface. However, in Rel-15 a protection function on the user plane (N9) interface is missing. Aim of this key issue is to study the introduction of a new UP gateway function on the N9 roaming interface for the protection of the user plane. 
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Figure 4.1.17.1-1 UP gateway function in the roaming 5G System architecture with home routed scenario. For local breakout, the key issue is not applicable as N9 is not a roaming interface.

The new function needs to be able to bind incoming user plane traffic to PDU sessions established, managed and released at the control plane. Hence the new function needs an interface to a control plane function handling PDU sessions. It seems that the SMF, the SEPP or the UPF are natural candidates for the other endpoint of this new interface. Hence another aim of this key issue is to study the introduction of a new interface with the new UP gateway function as one endpoint. 

Solutions to this key issue need to address the following architecture requirements:

Editor's Note: Requirements on the N9 interface need to be captured in a separate clause.
-
The 5G system shall support a UP gateway function for user plane protection on the N9 roaming interface.

Editor's Note: The introduction of a new function in the 5G system needs to be aligned with SA2.

-
The 5G system shall support a new interface with the UP gateway function as one endpoint, which enables exposure of session information to the UP gateway function.

Editor's Note: The introduction of a new interface in the 5G system needs to be aligned with SA2.

-
The new interface shall support the following functionalities:


-
Inform the new UP gateway function with at least the TEID for established GTP-U sessions on N9 
and the IP 
addresses of the tunnel endpoints.


-
Inform the new UP gateway function when PDU and GTP-U sessions are released via control plane.


-
Inform the control plane function about events detected on N9.

Different deployment options for the UP gateway are described in the Annex X.
4.1.17.2
Threat description

Not applicable
4.1.17.3
Potential security requirements

Not applicable

*** NEXT CHANGE ***

6.20.1
Introduction

This solution provides a solution for key issue #27.

The SEPP-U is a gateway function used for filtering GTP-U traffic on the N9 interface. The SEPP-U filters GTP-U messages in a way that only genuine GTP-U packets, that correspond to active PDU sessions established through the N32 interface, can transit through the gateway. All other GTP-U packets are discarded and logged. This ensures that no unwanted GTP-U packets enter or leave the mobile network.

The SEPP-U function may be deployed either at the edge of the operator network or collocated with the UPF. It monitors incoming/outgoing GTP-U traffic on the N9 interface and executes GTP-U checks on every GTP-U packet on the N9 interface.

SEPP-U interacts with SMF over the Nx interface to obtain local and remote tunnelInfo information (TEID and tunnel IP address). 

SEPP-U operates as a transparent gateway, which sits on the IP route, examines each packet and decides to either pass it or drop it. 

In the following figure, SEPP-U is shown as a separate function in front of UPF to only forward GTP-U traffic, belonging to successfully established PDU sessions. The SEPP-U interfaces with the SMF over the Nx interface to obtain the required session (tunnelInfo) information.


[image: image5.emf]VPLMN HPLMN

NRF UDM

Npcf

Nnrf

PCF

Nudm

UE

(R)AN UPF N3

N9

AMF SMF

PCF

Namf

Nsmf

Npcf

NRF

Nnrf

N4

AUSF

Nausf

UPF

AF

Naf

SMF

Nnef

Nsmf

NEF

Nnef

NEF

DN

N6

Nnssf

NSSF

vSEPP

hSEPP

N32

Nnssf

NSSF

N9

N9

SEPP-U SEPP-U


Figure 6.20.1-1 SEPP-U, a UP gateway Function for the inter-PLMN N9 interface

*** NEXT CHANGE ***

Annex X:
Deployment options for the UP gateway
Editor's Note: The scenario where N9 terminates in UPGW needs to be clarified.
Editor's Note: All the scenarios and SA2 feedback needs to be considered.
X.1
Deployment option 1: UP Gateway per slice 

In such a deployment each network slice has own UP Gateway instances. In such case, as shown in Figure X.1-1 below, the N? control interface between SMF and UP Gateway as well as the N9 interface between UPF and UP Gateway remain network slice internal. 


[image: image6]
Figure X.1-1 UP Gateway deployed per network slice

X.2
Deployment option 2: UP Gateway as shared appliance 

In this case, as shown in Figure 3.2.2-1 below, the UP Gateway is a shared function potentially even as a stand-alone appliance. In such deployments there will be numerous CP and UP interfaces from different network slices connected to the UP Gateway. 

However, in this case UP Gateway must ensure that security of slices is not compromised. That means for cases where UP Gateway handles traffic of multiple network slices the UP Gateway is responsible to ensure slice security is not compromised.
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Figure X.2-1: UP Gateway deployment as shared appliance
*** END CHANGES ***
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